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1 List of Contributing Members

The following members of the MEF participated in the development of this document and have
requested to be included in this list.

Editor Note 1:  This list will be finalized before Letter Ballot. Any member that
comments in at least one CfC is eligible to be included by opting
in before the Letter Ballot is initiated. Note it is the MEF mem-
ber that is listed here (typically a company or organization), not
their individual representatives.

e ABC Networks
e XYZ Communications

2 Abstract

An SD-WAN Service, as defined in MEF 70.1 [11], uses Performance Monitoring metrics to iden-
tify degradations or failures The metrics that are shared with SD-WAN Subscribers are described
in this standard. SD-WAN Performance Monitoring also uses IP Packets to make performance
measurements and uses these measurements to calculate Performance Metrics that can be reported.
The requirements for Performance Monitoring of SD-WAN Service and the related information
that the SD-WAN Service Provider provides to the SD-WAN Subscriber are detailed within this
standard.

In addition, Service Readiness Testing requirements for SD-WAN services are defined within this
standard. The Service Readiness Testing requirements are focused on the IP level because MEF
70.1 [11] defines an SD-WAN Service as an IP service where ‘the basic unit of transport at the
SD-WAN UNI is an IP Packet’. Service Readiness Testing topics cover SD-WAN Service Read-
iness Measurement Point (SRMP), SD-WAN Test Methodologies, and the Service Readiness
Testing report for an SD-WAN Service.
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157 3 Release Notes

158 This document is still undergoing revision and at least one Call for Comments Ballot is planned.

159 The contents may change subject to comments received during future Call for Comments Ballots.

160 4 Terminology and Abbreviations

161 This section defines the terms used in this document. In many cases, the normative definitions to

162 terms are found in other documents. In these cases, the third column is used to provide the refer-

163 ence that is controlling, in other MEF or external documents.

164  In addition, terms defined in MEF 48.1 [7], MEF 61.1 [8], MEF 66 [10], and MEF 70.1 [12] are

165 included in this document by reference and are not repeated in the table below.

166

Term Definition Reference
AFMP Application Flow Measurement Point This document
AF Specification | Application Flow Specification This Document
Application A point where measurements of IP Packet performance are performed | This document
Flow Measure- | for Application Flows

ment Point

Application A named set of Application Flow Criteria MEF 70.1 [12]

Flow Specifica-
tion

CLEAR-TCA
Window
Threshold

The number of PM Metric Calculation Intervals, within the TCA
Window Size, for which the PM Metric Value must be below the
TCA Performance Threshold to generate a CLEAR-TCA, when using
Stateful TCA Reporting.

This document

Collector Test A logical function for counting and discarding received IP Packets, MEF 67 [10]
Function which can include test packets.
CTF Collector Test Function MEF 67 [11]

Damping Factor

A parameter with a numeric value that indicates the length of time to
suppress new TCAs. Applicable to Stateless TCA Reporting only.

This document

Generator Test | A logical function for generating and transmitting IP MEF 67 [11]
Function Packets which can include test packets.
GTF Generator Test Function MEF 67 [11]
Layer 2 The second layer in the OSI seven-layer stack. ISO 7498 [3]
Layer 3 The third layer in the OSI seven-layer stack. ISO 7498 [3]
L2 Layer 2 This document
L3 Layer 3 This document
Measured Infor- | The Information Rate expressed in bits per second measured during a This document
mation Rate single PM Metric Calculation Interval for each Monitored Entity.
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Term

Definition

Reference

Measurement IP
Packet

Synthetic or Subscriber IP Packets that are used to measure perfor-
mance.

This document

Monitored En-
tity

The entity, SWVC End Point ordered pair, or TVC End Point ordered
pair, that is being monitored.

This document

Monitored En-
tity Identifier

The identifier of a Monitored Entity. For TVCs it is the three-tuple
(Ingress UCS EP, Egress UCS EP, UCS CoS Name) or, if the SP uses
TVC IDs, (TVC ID, ???) where ??? represents some way of indicat-
ing which direction of the TVC is being monitored. For AFs it is the
4-tuple (AF Spec, Zone, Ingress UNI, Egress UNI).

This document

Passive Moni- The monitoring of performance that does not use synthetic IP Packets | This document
toring or modify Subscriber IP Packets to perform measurements.
Performance The collection of data concerning the performance of the Service. In | This document
Monitoring this document, SD-WAN is the service for which Performance Moni- | (derived from
toring is defined. MEF 35.1 [6])
PM Performance Monitoring This document
(derived from
MEF 35.1 [6])
PM Counter The value of a PM Counter. This document
Value
PM Metric A metric that is measured or calculated as a part of Performance This document
Monitoring.
PM Metric The value of a PM Metric. This document
Value
PM Metric Cal- | A set of PM Metric Calculation Values for a given PM Metric Calcu- | This document

culation Data
Set

lation Interval.

PM Metric Cal- | The time interval over which one or more PM Metrics are calculated. | This document
culation Interval

PM Metric Cal- | A profile that defines the PM Metrics that are calculated and the PM | This document
culation Profile | Metric Calculation Interval

PM Metric Re- | The time interval over which one or more PM Metrics are reported to | This document

port Interval

the Subscriber by the Service Provider. In this document, the Service
Provider is the SD-WAN Service Provider.

SD-WAN Con-
troller/Orches-
trator

The entity that is responsible for managing/orchestrating the SD-
WAN Service.

This document

SD-WAN PM Performance Monitoring of the Application Flows and TVCs in an This document
SD-WAN Service.
SD-WAN PM An implementation that meets the requirements specified within this | This document
Implementation | document for SD-WAN Performance Monitoring
SD-WAN Test An application for testing SD-WAN service that resides on a SD- This document
Function WAN Edge.
MEF © MEF Forum 2022. Any reprodu§ti9n of this document, or any portion_ thereof, shal_l contain_ the foIIowi_ng Page 3
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Term Definition Reference
SD-WAN Vir- A logical construct at an SD-WAN UNI where Policies are associated | MEF 70.1 [12]
tual Connection | with Ingress and Egress Application Flows.

End Point

Service Readi-
ness Measure-
ment Point

A reference point in the SD-WAN Service where events can be ob-

served and measured during Service Readiness Testing. A Service

Readiness Measurement Point contains both a Generator Test Func-
tion and a Collector Test Function.

This document
derived from
MEF 48.1 [7]

Service Readi-
ness Testing

The testing that validates that the SD-WAN service is ready to be
configured with specific customer policies. Testing verifies continuity
of ordered pair of UCS End Points.

This document

Service Readi-
ness Testing Pa-
rameters

The parameters that are defined for SRT. The parameters for SRT
tests that are agreed between the SP and the Subscriber.

This document

Service Readi-
ness Testing Re-
sults

The results, which are included in the SRT Report, of the SRT per-
formed on each ordered pair of UCS End Points .

This document

SET-TCA Win-
dow Threshold

The number of PM Metric Calculation Intervals, within the TCA
Window Size, for which the PM Metric Value must be at or above the
TCA Performance Threshold to generate a SET TCA, when using
Stateful TCA Reporting.

This document

SRMP Service Readiness Measurement Point This document
SRT Service Readiness Testing This document
SRT Parameters | Service Readiness Testing Parameters This document
SRT Results Service Readiness Testing Results This document
Stateful TCA A TCA reporting mechanism whereby a SET-TCA is generated when | This document
Reporting an alertable condition begins and a CLEAR-TCA is generated when it | derived from

ends.

MEF 35.1 [5]

Stateless TCA

A TCA reporting mechanism whereby TCAs are generated whenever

This document

Reporting an alertable condition is detected. derived from
MEF 35.1 [5]

SWVC End SD-WAN Virtual Connection End Point MEF 70.1 [12]

Point

TCA Threshold Crossing Alert This document

derived from
MEF 35.1 [5]

TCA Function

An implementation of Threshold Crossing Alerts

This document

TCA Function The variables that are agreed to and configured to describe when a This document
Parameters TCA is generated.

TCA Reporting | The TCA type, either Stateful or Stateless. This document
TCA Perfor- The PM Metric Value that is compared against, for each PM Metric This document

mance Thresh-
old

Calculation Interval, when determining whether to generate a TCA.
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Term Definition Reference
TCA Window The sliding window of the number of consecutive PM Metric Calcu- | This document
Size lation Intervals that are used to evaluate whether to generate a SET-

TCA or CLEAR-TCA, when using Stateful TCA reporting.
Threshold A notification message that is specific to a particular PM Metric and | This document

Crossing Alert

is generated when the PM Metric Value exceeds, equals, or falls be-
low the threshold.

derived from
MEF 35.1 [5]

Tunnel Virtual
Connection End
Point

The logical location between the SWVC EP and UCS UNI where the
TVC begins and ends within an SD-WAN Edge.

This document

TVC EP Tunnel Virtual Connection End Point This document
Tunnel Virtual | The logical location between the SWVC EP and the UCS UNI where | This document
Connection measurements of TVC performance are performed.
Measurement
Point
TVC MP Tunnel Virtual Connection Measurement Point This document
uTcC Coordinated Universal Time This document
Zone Name The name used to identify a specific Zone. This document
167 Table 1 — Terminology and Abbreviations
168
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5 Compliance Levels

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY",
and "OPTIONAL" in this document are to be interpreted as described in BCP 14 (RFC 2119 [1],
RFC 8174 [2]) when, and only when, they appear in all capitals, as shown here. All key words
must be in bold text.

Items that are REQUIRED (contain the words MUST or MUST NOT) are labeled as [Rx] for
required. Items that are RECOMMENDED (contain the words SHOULD or SHOULD NOT)
are labeled as [Dx] for desirable. Items that are OPTIONAL (contain the words MAY or OP-
TIONAL) are labeled as [Ox] for optional.

A paragraph preceded by [CRa]< specifies a conditional mandatory requirement that MUST be
followed if the condition(s) following the “<” have been met. For example, “[CR1]<[D38]” indi-
cates that Conditional Mandatory Requirement 1 must be followed if Desirable Requirement 38
has been met. A paragraph preceded by [CDb]< specifies a Conditional Desirable Requirement
that SHOULD be followed if the condition(s) following the “<” have been met. A paragraph pre-
ceded by [COc]< specifies a Conditional Optional Requirement that MAY be followed if the con-
dition(s) following the “<” have been met.
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6 Numerical Prefix Conventions

This document uses the prefix notation to indicate multiplier values as shown in Table 2.

Decimal Binary

Symbol | Value | Symbol | Value
Kk 103 Ki 210

M 106 Mi 220

G 10° Gi 230

T 1022 | Ti 240

P 10® | Pi 2%0

E 10 | Ei 200

Z 102 | Zi 270

Y 10 | Yi 280

Table 2 — Numerical Prefix Conventions
6.1 Diagram Conventions

The diagrams in this document have a number of components that appear frequently. These com
ponents are represented in a standard way as described in the following:

MEF © MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain the following Page 7
W105 statement: "Reproduced with permission of MEF Forum." No user of this document is authorized to modify

any of the information contained herein.
Request

for Draft



194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

209

210

211

212

213

214

215

70\

Contribution Number

Performance Monitoring and Service Readiness Testing for SD-WAN

T ucsuni

Ingress SWAF MP 216

. Egress SWAF MP

O SWVC End Point
217

. Ingress TVC MP

(] same
218

. Egress TVC MP

219

220

221

222

223

224

225

226

227

228

229

230

231

232

233

234

235

236

237

238

239

240

241

242

243

244

245

246

247

248

249

250

251

252

253

254

255

256

257

258

259

GTF

e CTF

s SD-WAN UNI

MEF
W105
Request
for Draft

© MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain the following
statement: "Reproduced with permission of MEF Forum." No user of this document is authorized to modify

any of the information contained herein.

Page 1



260

261
262
263
264
265
266
267
268

269
270

271
272
273

274
275

276
277

278

279

280
281

282
283
284
285

286
287
288
289
290
291

70\

Performance Monitoring and Service Readiness Testing for SD-WAN

Contribution Number

7 Introduction

As SD-WAN Service is standardized, there is a need from both Service Providers and Subscribers
to have a consistent method defined to monitor and report the performance of the service. Addi-
tionally, there is a need to standardize the testing performed to verify that the SD-WAN Service is
ready for Application Flows and associated policies to be added. SD-WAN Performance Moni-
toring (SD-WAN PM) provides a standardized method for monitoring the performance of the ser-
vice. SD-WAN Service Readiness Testing (SD-WAN SRT) provides a standardized method for
ensuring that the SD-WAN Service is ready for Application Flows and associated polices to be
added.

A naming convention used throughout this document uses the term Application Flow to indicate a
flow where IP Packets enter at the ingress to an Application Flow and egress at a SD-WAN UNI.

This document describes the necessary requirements for the SD-WAN PM and SD-WAN SRT
pertinent to an SD-WAN Service as described and defined in MEF 70.1 [12]. SD-WAN PM is
described in Section 7 of this document, and it addresses the following topics:

e The SD-WAN PM statistics and information the SD-WAN SP provides to the SD-WAN
Subscriber including:

o Performance Monitoring Metric Values per Application Flow per ingress Applica-
tion Flow and egress SD-WAN UNI ordered pair

o Performance Monitoring Metric Values per Tunnel Virtual Connection (TVC)
o Threshold Crossing Alerts (TCA)

Note: the term SD-WAN Performance Monitoring (PM) is limited to the functions and metrics
defined within this document.

Note: SD-WAN PM includes monitoring TVCs but does not include monitoring UCS EP pairs.
This is because a TVC represent a forwarding relationship between two SD-WAN Edges. If a
forwarding relationship does not exist between two SD-WAN Edges, then SD-WAN PM is not
used between them.

PM metrics collected for SD-WAN services are used by the SD-WAN SP and the Subscriber to
manage the service in real time. As an example, statistics on the number of packets transmitted
and received on an SD-WAN UNI might be particularly important to a Subscriber who is trying
to resolve an issue with communication to the location served by the UNI. If no packets are re-
ceived from that location on the SD-WAN UNI at the SD-WAN Edge, the Subscriber may be able
to quickly determine that the problem is with their equipment at that location. Similar metrics are
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collected for Application Flows and TVCs. The SD-WAN Service Provider can use these to de-
termine if an Application Flow is passing packets and pass this information to the Subscriber via
the Subscriber Portal.

Some PM Metrics can be used to make forwarding decisions within the SD-WAN Service. PM
Metrics such as One-way Mean Packet Delay or One-way Packet Loss could be used to determine
if a TVC is meeting the performance criteria specified for an Application Flow. Forwarding of IP
Packets of a given Application Flow over the TVC can be stopped if the TVC is not meeting the
performance criteria

The SD-WAN SRT is described in Section 9 of this document and addresses the following topics:

e SD-WAN Service Readiness Measurement Point (SRMP) functions and locations within
the SD-WAN framework, as defined in MEF 70.1 [11]

e The test methodologies used for bringing SD-WAN Service into service including verify-
ing continuity of agreed to UCS End Point pairs included in an SWVC

e Definition of the SD-WAN SRT report including the attributes and metrics included in the
report

Note: SRT is performed on UCS End Point pairs because there is no standard method for imple-
menting TVCs. Since TVCs may be implemented before or after the SWVC is turned over to the
Subscriber, UCS End Point pairs are tested as a part of SRT. In this way, continuity of the UCS
between UCS End Point pairs is verified so that if one or more TVCs is instantiated between the
SD-WAN Edges, continuity is known to have existed at the time of SRT.

Service Readiness Testing verifies that the SD-WAN Service is ready for the SD-WAN SP or
Subscriber to implement the appropriate policies and begin forwarding packets. It does not verify
the operation of the policies or SD-WAN Service Attributes. Instead, it is focused on verifying
that the UCSs providing continuity between the appropriate SD-WAN Edges are working cor-
rectly.

Areas that are not addressed within this document include the specific tools or implementations
used to perform SD-WAN PM or SD-WAN SRT.

7.1 Use of Tunnel Virtual Connection or Underlay Connectivity Service UNI Pair

Within this document, an association between two SD-WAN Edges within an SWVC is identified
in two ways, either by TVC Identifier or by a pair of UCS End Point Identifiers and a Class of
Service. MEF 70.1 [12] defines the following terms.

A UCS is defined as a network service that provides connectivity between Subscriber locations or
between a Subscriber location and the Internet. The UCS End Point is the logical construct that
associates a specific UCS with the UCS UNI.
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A TVC isdefined in MEF 70.1 [12] as a point-to-point forwarding relationship between two SD-
WAN Edges across either:

e agiven single Private non-Internet Underlay Connectivity Service, or
e two Internet Access Underlay Connectivity Services

A TVC Identifier is an identifier that is unique within an SWVC. Each TVC is assigned an iden-
tifier.

Within this document TVC is used to describe the forwarding relationship between two SD-WAN
Edges that is monitored via PM. Within this document UCS End Point ordered pair is used to
describe what is verified via Service Readiness Testing.
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8 SD-WAN Performance Monitoring

An SD-WAN SP may measure and report a variety of PM Metrics describing the performance of
the various components of the SD-WAN Service. The tools used to calculate the SD-WAN PM
Metrics are not defined within this document.

This document specifies the following aspects of SD-WAN PM:
o Performance Monitoring per Application Flow per SWVC End Point ordered pair
o Performance Monitoring per TVC
o PM Metrics defined in section 8.3
o Threshold Crossing Alerts (TCAS)

The Application Flows that are monitored are agreed on by the SD-WAN Service Provider and
the Subscriber. This may be a subset of all Application Flows or SWVC EP ordered pairs. Every
TVC is monitored since each TVC represents a forwarding relationship between SD-WAN Edges
and it is assumed that SD-WAN PM is needed on all of these.

SD-WAN PM Metric Values are the results of PM measurements and calculations performed using
IP PM Packets or other methods.

Note: “Ingress” is used to describe packets received from the Subscriber at the SD-WAN UNI.
“Egress” is used to describe packets that are transmitted towards the Subscriber at the SD-WAN
UNI.

SD-WAN PM Metrics are not defined to include the performance of the Subscriber Network.

8.1 Performance Monitoring Framework

Performance Monitoring of SD-WAN service uses a different framework than more traditional
Service OAM (SOAM) Performance Monitoring. SD-WAN PM starts with PM Metric Calcula-
tion Intervals (PMClIs) that are significantly shorter (10 seconds or less) than the traditional Meas-
urement Intervals used in SOAM PM. PM measurements are made during the PMCI and the PMCI
metric value is calculated from the measurements. PMCI metric values are used not only to meas-
ure the performance of Application Flows or TVCs but can also be used to make IP Packet for-
warding decisions when performance criteria are included in policies.

The results of each PMCI are reported based on the definition of the PM Metric Report (PMR).
The interval in which PM Metric Reports are generated and the PM Metrics included in the report
are included in the PMR definition. PM Reports can be used by the SD-WAN SP, or they may be
shared with the Subscriber.
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In addition to PMRs, Threshold Crossing Alerts (TCAS) may also be included. TCAs are alerts or
alarms that are generated by the SD-WAN PM Implementation when a defined threshold is either
met, exceeded, or not exceeded. TCAs are useful for quickly identifying a service impacting deg-
radation or fault. They may even be used to make IP Packet forwarding decisions.

An implementation of the requirements for SD-WAN PM in this standard is known as a PM Im-
plementation.

The PM Metrics, calculation, reporting, and the use of the PM metric values for Threshold Cross-
ing Alerts are defined in the following sections of this document.

8.2 Performance Monitoring Metrics

This section describes the measurement methods and PM Metrics that are defined for SD-WAN
Service. One-way Mean Packet Delay, One-way Mean Inter-Packet Delay Variation, and One-
way Packet Loss Ratio are specified per agreed to Application Flow per SWVC EP ordered pair
and for each TVC per CoS Name. Measured Information Rate (Measured Information Rate) is
specified for Ingress and Egress Application Flows per SWVC EP ordered pair located at different
SD-WAN Edges.

Measured Information Rate, One-way Mean Packet Delay, One-way Mean Inter-Packet Delay
Variation, and One-way Packet Loss Ratio are defined in MEF 70.1 [11] section 15. These defi-
nitions are for an SD-WAN Service and not directly applicable to monitored entities, as defined in
section 8.3, described in this document. The definitions for the PM Metrics are below for both
Application Flows, see section 8.2.1, and TVCs, see section 8.2.2.

821 Application Flow PM Metrics

The definitions and requirements for measurements, calculation of PM Metrics, and the PM Met-
rics for Application Flows are contained in this section. The definitions used in support of these
requirements are as follows:

e An Application Flow is defined as a sequence of IP Packets that Ingress at an SD-WAN
UNI or are directed towards an SD-WAN UNI from a UCS that:

o Match the same Application Flow Specification, and
o Have source IP Addresses in the same Zone or are all in the Zone Internet
e An Application Flow is monitored at an Application Flow Measurement Point (AFMP).

e An Ingress AFMP is located between where any policies are applied and before the UCS
UNIs (see Figure 1).
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398 e The Egress AFMP is located between the UCS UNIs and before where any Policies are
399 applied (see Figure 1).

400 e For One-way Mean Packet Delay, One-way Mean Inter-Packet Delay Variation , and One-
401 way Packet Loss Ratio PM Metrics, measurements are performed between the ordered pair
402 of Ingress AFMP located on one SD-WAN Edge and Egress AFMP located on another
403 SD-WAN Edge.

404 e For Measured Information Rate PM Metrics, measurements are performed before Ingress
405 Policy is applied or after Egress Policy is applied (see Figure 2).

406  Note: Measured Information Rate is calculated based on byte counts collected by the Measured
407 Information Rate byte counters.

408  The location of Ingress and Egress AFMPs is shown in Figure 1.

SWVC
End Point

Ingress Application Flow

IP Identify N Aeoly
Packet App Flow Policy i what
Apply Yfi Policy for P
A Policy H App Flow?,
I
No 1

Egress Application Flow

UCS UNI

Ingress AFMP

. Egress AFMP

SD-WAN
UNI

409
410 Figure 1 — AFMP Locations

411 The flow of Measurement IP Packets is from the Ingress AFMP at one SD-WAN Edge to the
412 Egress AFMP at another SD-WAN making an ordered pair. Measurement IP Packets are defined
413 as synthetic or Subscriber IP Packets that are used to measure performance. This document does
414 not specify the method or tool used to perform these measurements.
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The location within the SWVC EP of the Application Flow Ingress and Egress Measured Infor-
mation Rate Byte Counters are shown in Figure 2.

IP
Packet

SWVC
End Point

Ingress Application Flow

Identify
App Flow i e [ ~

4-=== From UCS

A Apply YES_
. Policy H
1 No 1

Egress Application Flow

Figure 2 — Measured Information Rate Byte Counter Locations

The flow of Measurement IP Packets is from the Ingress AFMP to the Egress AFMP

A Ingress AF MIR Byte Counter

A Egress AF MIR Byte Counter
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Subscriber ucs UNI

Network UCS End Point
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‘ UCS #3
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~J sea2)
)

Connection (SWVC)
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Network
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Figure 3 — Ingress AFMP to Egress AFMP ordered pair
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UCS = Underlay Connectivity Service

SWVC EP = SWVC End Point

A Ingress AFMP
A Egress AFMP

Subscriber

SD-WAN

Private or
Edge
SD-WAN UNI g

SD-WAN Service Private

(UNI)
Cloud

Provider Network

UcCs UNI

Network UCS End Point

site A TVCs

SD-WAN Virtual

UCS #3
Connection (SWVC)

S spa)

Subscriber

Network

site B

Figure 3 shows four ordered pairs of AFMPs, identified as pair 1, pair 2, pair 3, and pair 4 that are
monitoring four Application Flows (1, 2, 3, and 4). The performance of IP Packets from the In-
gress AFMP to the Egress AFMP is measured and PM Metric Values are calculated from the
measurements. In the example, AFMP ordered pair 1 monitors Application Flow 1, AFMP ordered
pair 2 monitors Application Flow 2, AFMP ordered pair 3 monitors Application Flow 3, and
AFMP ordered pair 4 monitor Application Flow 4.

The following requirements apply to Application Flows.

[R1] The Subscriber and SP MUST agree on the set of AF Specification, Zone

Name pairs to be monitored.

[R2] For each AF Specification, Zone Name pair agreed on in [R1], the Subscriber

and SP MUST agree to the set of PM Metrics to be monitored.

An example of the agreed PM Metrics is shown in Table 1.
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AF Specification, Zone Name | PM Metrics
Voice, Corporate PD

IPDV

PL

IMIR

EMIR
Email, Corporate IMIR

Video Streaming, Corporate PD

IMIR

EMIR

Table 1 — AF Specification, Zone Name and PM Metric Agreement Example

R3] The Subscriber and SP MUST agree on a single set of SD-WAN UNI ordered
pairs for which PD, IPVD and PLR will be monitored for all AF Specification,
Zone Name pairs for which those metrics have been agreed to be monitored
per [R2].

An example is shown in Table 2.

SD-WAN UNI Identifier ordered pairs
UNI 1 UNI 2

A B

B A

A D

E A

F A

A F

Table 2 — Monitored SD-WAN UNI ordered pair Agreement Example

[R4] The Subscriber and SP MUST agree on a single set of SD-WAN UNIs for
which Ingress Measured Information Rate and Egress Measured Information
Rate will be monitored for all AF Specification, Zone Name pairs for which
those metrics have been agreed to be monitored per [R2].

An example is shown in Table 3.
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[RS]

[Ro]

[R7]

SD-WAN UNI ldentifiers

OTMMOOW>

Table 3 — Monitored SD-WAN UNI Agreement Example

The SP MUST instantiate an Ingress AFMP and Egress AFMP for each SD-
WAN UNI ordered pair included in the set of SD-WAN UNI ordered pairs.

The SP MUST instantiate an Ingress AF Measured Information Rate Byte
Counter for each SD-WAN UNI and for each AF Spec, Zone pair for which
Ingress AF Measured Information Rate is being monitored.

The SP MUST instantiate an Egress AF Measured Information Rate Byte
Counter for each SD-WAN UNI and for each AF Spec, Zone pair for which
Egress AF Measured Information Rate is being monitored.

Given the examples above Table 4 shows the PM Metrics that will be monitored for each AF
Specification, Zone Name and SD-WAN UNI ordered pair.

AF Specification, Zone Name SD-WAN UNI ordered pair | PM Metric
Voice, Corporate A-B PD
IPDV
PL
Voice, Corporate B-C PD
IPDV
PL
Voice, Corporate D-A PD
IPDV
PL
Voice, Corporate F-A PD
IPDV
PL
Video Streaming, Corporate A-B PD
Video Streaming, Corporate B-C PD
Video Streaming, Corporate D-A PD
MEF © MEF Forum 2022. Any_ reprodu§ti9n of this document, or any portion_ thereof, shal_l contain_ the foIIowi_ng Page 11
W105 statement: "Reproduced with permission of MEF Forum." No user of this document is authorized to modify

Request
for Draft

any of the information contained herein.



A

Performance Monitoring and Service Readiness Testing for SD-WAN

Contribution Number

AF Specification, Zone Name SD-WAN UNI ordered pair | PM Metric
Video Streaming, Corporate F-A PD

462 Table 4 — AF Specification, Zone Name, ordered pair, and PM Metric Example

463  Given the examples above Table 5 shows the PM Metrics that will be monitored for each AF
464  Specification, Zone Name and SD-WAN UNI.

465
AF Specification, Zone Name | SD-WAN UNI | PM Metric
Voice, Corporate A IMIR
EMIR
Voice, Corporate B IMIR
EMIR
Voice, Corporate C IMIR
EMIR
Voice, Corporate D IMIR
EMIR
Voice, Corporate E IMIR
EMIR
Voice, Corporate F IMIR
EMIR
Voice, Corporate G IMIR
EMIR
Email, Corporate A IMIR
Video Streaming, Corporate A IMIR
EMIR
Video Streaming, Corporate B IMIR
EMIR
Video Streaming, Corporate C IMIR
EMIR
Video Streaming, Corporate D IMIR
EMIR
466 Table 5 — AF Specification Zone Name, UNI ID, and PM Metric Overview
467 [D1] For each AF Specification, Zone pair that is agreed to be monitored, One-way
468 Mean Packet Delay and One-way Packet Loss Ratio SHOULD be included in
469 the list of agreed PM Metrics.
470 [R8] For a given pair of Application Flow Specification and Zone, <afs, z>, agreed
471 per [R1], and a given ordered pair of UNIs <ul, u2> agreed per [R3], the SP
472 MUST monitor and report performance for the pair <iaf, u2>, where iaf is the
473 Ingress Application Flow identified by the 3-tuple <afs, z, ul>, for each of the
474 following Performance Metrics that were agreed for the pair <afs, z> per [R2]:
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e One-way Mean Packet Delay
e One-way Mean Inter-Packet Delay Variation
e One-way Packet Loss Ratio

[RI] For a given pair of Application Flow Specification and Zone, <afs, z>, agreed
per [R1], and a given UNI ul agreed per [R4], the SP MUST monitor and
report performance for the Ingress and Egress Application Flows identified by
the 3-tuple <afs, z, ul>, for each of the following Performance Metrics that
were agreed for the pair <afs, z> per [R2]:

e AF Ingress Measured Information Rate (for the Ingress Application Flow)
e AF Egress Measured Information Rate (for the Egress Application Flow)
The definitions for the PM Metrics for Application Flows are detailed below.

The One-way Mean Packet Delay for an IP Packet belonging to a given Application Flow, is de-
fined as:

e The time elapsed from the transmission of the first bit of the IP Packet at the Ingress AFMP
until the reception of the last bit of the first corresponding IP Packet at the Egress AFMP.
If the IP Packet is erroneously duplicated as it traverses the network, the delay is based on
the first copy that is delivered.

One-way Mean Packet Delay for Application Flows is defined as:

o Let A={01, 62, 3, ... on} represent the One-way Packet Delay of the n IP Packets associ-
ated with Application Flow a from Ingress AFMP to Egress AFMP during a time interval
whose duration is the value of the PM Metric Calculation Interval (see section 8.3). Then
the One-way Mean Packet Delay for Application Flow an over that interval is the arithme-
tic mean of the values 61/ ... on.

e If A’is null (no measurement values) then the One-Way Packet Delay for the PM Metric
Calculation Interval is reported as Undefined.

One-way Mean Inter-Packet Delay Variation for Application Flows is defined as:

o Let A={01, 02, J3, ... on} represent the One-way Packet Delay of the n IP Packets associated
with Application Flow a from the Ingress AFMP to the Egress AFMP during a time interval
whose duration is the value of the PM Metric Calculation Interval (see section 8.3).
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Let A'= the set of all pairs of elements {Jm, Jn} in A such that n>m and the difference in the
time of transmission at the Ingress AFMP of packets n and m equals the IPDV Separation
Time.

If A’ is null (no measurement values) then the One-Way Mean Inter-Packet Delay Variation
for the PM Metric Calculation Interval is reported as Undefined. Otherwise, let vmn be the
absolute value of the difference in One-Way Packet Delay for each pair, {om, on} in A', i.e.,
vmn=|0m-Jn|. Then the One-Way Mean Inter-Packet Delay Variation for an over that inter-
val is the arithmetic mean of the values vmn for each element in A'.

Packet Loss Ratio for Application Flows is defined as:

Let s represent the total number of IP Packets associated with Application Flow a from the
Ingress AFMP to the Egress AFMP during a time interval whose duration is the value of
the PM Metric Calculation Interval (see section 8.3).

Let r represent the total number of IP Packets received from the Ingress AFMP to the
Egress AFMP for Application Flow a that were sent during the same period. Then the One-
Way Packet Loss Ratio over that interval for a is defined as follows:

o If s=0 then the One-Way Packet Loss Ratio is 0.1

o If s>0 then the One-Way Packet Loss Ratio is (s-r)/s

e If A’is null (no measurement values) then the One-Way Packet Loss Ratio for the PM
Metric Calculation Interval is reported as Undefined.

The One-Way Packet Loss Ratio is usually represented as a percentage.

AF Ingress Measured Information Rate is defined as:

The Measured Information Rate in bits per second for IP Packets associated with an Ingress
Application Flow for a given Application Flow Specification and Zone that ingress at an
SD-WAN UNIL. In this document this is abbreviated as AF Ingress Measured Information
Rate.

AF Egress Measured Information Rate is defined as:

The Measured Information Rate in bits per second for packets associated with an Egress
Application Flow for a given Application Flow Specification and Zone, that egress at an

1 In theory, this can only happen if Performance is measured on user-data. If Performance is measured on synthetic
traffic, then there should be at least period*synthetic-rate qualified packets.
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SD-WAN UNI. In this document this is abbreviated as AF Egress Measured Information
Rate.

Measured Information Rate is used throughout this document and is calculated from byte counts

as shown below:

Measured Information Rate =

[R10]

[R11]

[R12]

count of bytes during PMCI x 8
PMCI Duration

An SD-WAN PM Implementation MUST provide an AF Ingress Measured
Information Rate value and AF Egress Measured Information Rate value for
each Application Flow Specification, Zone pair for each SWVC EP that has
been agreed on by the Subscriber and Service Provider for each PMCI.

An SD-WAN PM Implementation MUST count the bytes of all ingress IP
Packets associated with the (Application Flow Specification, Zone) pair at the
SD-WAN UNI before any Ingress Policy, as specified in MEF 70.1 [11] and
shown in Figure 2, is applied when calculating AF Ingress Measured Infor-
mation Rate.

An SD-WAN PM Implementation MUST count the bytes of all egress IP
Packets associated with the (Application Flow Specification, Zone) pair at the
SD-WAN UNI after any Egress Policy, as specified in MEF 70.1 [11] and
shown in Figure 2, is applied when calculating AF Egress Measured Infor-
mation Rate.

822 TVC PM Metrics

The definitions and requirements for measurements, calculation of PM Metrics, and the PM Met-
rics for TVCs are contained in this section. The definitions used in support of these requirements
are as follows:

e ATVC is defined as a forwarding relationship between two SD-WAN Edges. PM is per-
formed unidirectionally on a TVC.

e A TVC is monitored at a TVC Measurement Point (TVC MP).

e An Ingress TVC MP is located after where the ingress Policy is enforced and before the
corresponding UCS UNI.

e An Egress TVC MP is located after the corresponding UCS UNI and before where the
egress Policy is enforced.

e For One-way Mean Packet Delay, One-way Mean Inter-Packet Delay Variation, and One-
way Packet Loss Ratio PM Metrics, measurements are performed between the ordered pair
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566 SD-WAN Edge.
SWVC
End Point
Ingress Application Flow
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Packet App Flow Policy o B
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568 Figure 4 — TVC MP Locations

of Ingress TVC MP located on one SD-WAN Edge and Egress TVC MP located on another
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. Ingress TVC MP
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569  The flow of Measurement IP Packets is from the Ingress TVC MP to the Egress TVC MP
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Figure 5 shows six TVC MP ordered pairs, identified as 1, 2, 3, 4, 5, and 6, that are monitoring
three TVCs. Each ordered pair is made up of an Ingress TVC MP and an Egress TVC MP with
the same number. IP Packets are exchanged between the Ingress and Egress TVC MPs, PM Metric
measurements are performed using these packets, and PM Metric Values are calculated from the
measurements. Two ordered pairs of TVC MPs are used to monitor the performance of each TVC.
In the example, TVC MP ordered pairs 1 and 2 monitor TVC 1, TVC MP ordered pairs 3 and 4
monitor TVC 2, and TVC MP ordered pairs 5 and 6 monitor TVC 3.

One-Way Mean Packet Delay for TVCs is defined as:

e Let A={01, 02, 63, ... on} represent the One-Way Packet Delay of the n IP Packets sent
over TVC t from Ingress TVC MP to Egress TVC MP during a time interval whose dura-
tion is the value of the PM Metric Calculation Interval (as defined in section 8.3) for TVCs.
Then the One-Way Mean Packet Delay for TVC t over that interval is the arithmetic mean
of the values 67 ... on.
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If A" is null (no measurement values) then the One-Way Mean Packet Delay for the PM
Metric Calculation Interval is reported as Undefined.

One-Way Mean Inter-Packet Delay Variation for TVCs is defined as:

Let A={01, d2, J3, ... on} represent the One-Way Packet Delay of the n IP Packets sent over
TVC t from Ingress TVC MP to Egress TVC MP during a time interval whose duration is
the value of the PM Metric Calculation Interval.

Let A'=the set of all pairs of elements {do, dp} in A such that p>0 and the difference in the
arrival time at the Ingress TVC MP of packets p and o equals the duration of the IPDV
Separation Time.

If A" is null, then the One-Way Mean Packet Delay Variation for the PM Metric Calculation
Interval is Undefined. Otherwise, let vop be the absolute value of the difference in One-Way
Packet Delay for each pair, {do, dp} in A, i.¢., vop=|do-p|. Then the One-Way Mean Packet
Delay Variation for t over that interval is the arithmetic mean of the values vop for each
element in A'.

One-Way Packet Loss Ratio for TVCs is defined as:

Let s represent the total number of IP Packets sent over TVC t from Ingress TVC MP to
Egress TVC MP during a time interval whose duration is the value of the PM Metric Cal-
culation Interval.

Let r represent the total number of IP Packets received from Ingress TVC MP at Egress
TVC MP on TVC t that were sent during the same period. Then the One-Way Packet Loss
Ratio over that interval for t is defined as follows:

o If s=0 then the One-Way Packet Loss Ratio is 0.2

o If s>0 then the One-Way Packet Loss Ratio is (s-r)/s

If A" is null (no measurement values) then the One-Way Packet Loss Ratio for the PM
Metric Calculation Interval is reported as Undefined.

The One-Way Packet Loss Ratio is usually represented as a percentage.

Note: the PM tool used to perform PM measurements may result in no IP Packets being forwarded
over the TVC during the PM Metric Calculation Interval in which case the PM Metric Value can
be reported as Undefined.

2 In theory, this can only happen if Performance is measured on user-data. If Performance is measured on synthetic
traffic, then there should be at least period*synthetic-rate qualified packets.
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The impact of this PM Metric Value on forwarding decisions is beyond the scope of this document.

[R13] The SD-WAN SP MUST monitor all TVCs in an SWVC for the following
PM Metrics:

e One-way Mean Packet Delay
e One-way Mean Inter-Packet Delay Variation
e One-way Packet Loss Ratio

All TVCs within a given SWVC are monitored using the same duration. This allows forwarding
decisions based on performance and cost to be made. As an example, if the performance of two
TVCs is the same and the cost is greater for one than the other, the lower cost TVC can be selected.
If different durations were used, a forwarding decision could not be made based on performance
over the same period of time.

Note: TVCs are monitored to inform the Subscriber of the performance of the overlay and to allow
Application Flow forwarding decisions based on performance criteria to be made.

83 PM Metric Configuration

The configuration of PM Metrics is discussed in this section. The objects discussed here are not
mandated for an implementation of SD-WAN PM, instead, this section is provided to assist in
understanding the requirements in the calculation and reporting section of the document.

The parameters discussed in section 8.2 describe what must be supported so that PM works cor-
rectly. For PM reporting to work as described in section 8.4 there are several recommendations
on how a given Application Flow Specification, Zone pair or TVC are configured for PM.

831 PM Metric Calculation Profile

In our example of PM configuration, we start with a PM Metric Calculation Profile. This profile
contains the following:

e List of PM Metrics (at least one of)
o One-way Mean Packet Delay
o One-way Mean Inter-Packet Delay Variation
o One-way Packet Loss Ratio
o AF Ingress Measured Information Rate

o AF Egress Measured Information Rate
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e PM Metric Calculation Interval Duration

A PM Metric Calculation Profile can be defined for all TVCs, all Application Flow Specification,
Zone pairs, or some sub-set of them. As an example, one PM Metric Calculation Profile could be
defined for all TVCs to calculate One-way Mean Packet Delay, One-way Mean Inter-Packet Delay
Variation, and One-way Packet Loss Ratio with a PM Metric Calculation Interval of 100ms. This
profile would then be applied to all TVC ordered pairs. Another PM Metric Calculation Profile
could be defined for the Voice, Corporate Application Flow Specification, Zone pair that calcu-
lates One-way Mean Packet Delay and One-way Mean Inter-Packet Delay Variation and applied
to all flows which use that pair.

The attributes of a PM Metric Calculation Profile are defined within this section.

Parameter Name

Definition

Values

Comments

PM Metric Calculation
Profile Identifier

A unique identifier
for the PM Metric
Profile Identifier

List of PM Metrics

One or more PM
Metrics

eOne-way Mean Packet
Delay

¢One-Way Mean Inter-
Packet Delay Variation

e¢One-way Packet Loss
Ratio

oAF Ingress Measured

Information Rate

e AF Egress Measured

Information Rate

PM Metric Calculation
Interval Duration

The length of time in
milliseconds for each
PM Metric Calcula-
tion.

Duration Time

Duration must be
< 10000 ms.

Table 6 — PM Metric Calculation Profile Parameters

[R14]

6 for PM Metric Calculation Profile.

[R15]

lation Interval Duration to be used.

[R16]

An SD-WAN PM Implementation MUST use the attributes specified in Table

The SD-WAN SP and the Subscriber MUST agree on the PM Metric Calcu-

A PM Metric MUST use the same PM Metric Calculation Interval Duration

for all Application Flow/SWVC End Point ordered pairs within the same
SWVC.
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[R17]  Different PM Metrics for Application Flow Specification, Zone pairs MUST
be able to use different PM Metric Calculation Interval Durations.

[R18]  All three PM Metrics specified in [R13] that are calculated for TVCs MUST
use the same PM Metric Calculation Interval Duration for all TVC MP ordered
pairs within the same SWVC.

An SD-WAN PM Implementation may use additional attributes for the PM Metric Calculation
Profile. These attributes are outside the scope of this document.

[R19]  An SD-WAN PM Implementation MUST have the ability to Create a PM
Metric Calculation Profile.

The method used to Create a PM Metric Calculation Profile is outside the scope of this document.

[R20] An SD-WAN PM Implementation MUST have the ability to Delete a PM
Metric Calculation Profile.

The method used to Delete a PM Metric Calculation Profile is outside the scope of this document.

83.2 PM Metric Monitored Entity

A PM Metric Monitored Entity is defined as one set of ordered pairs where PM Metrics that are
calculated between MPs are monitored or a single point where Measured Information Rate is mon-
itored. The PM Metric Monitored Entity contains the following:

e Monitoring Point #1
If the PM Metric Monitored Entity is a set of ordered pairs it contains the following:
e Monitoring Point #2

The parameters of the PM Metric Monitored Entity are defined in this section.
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Parameter Definition Comments
PM Metric Monitored | The identifier of a monitored Appli- | The format of the identifier
Entity Identifier cation Flow/SWVC End Point or- is not defined in this standard

dered pair or TVC MP ordered pair. | and is left to the implementa-
tion to define.

Monitoring Point #1 The first Monitoring Point in the en-

tity.
Monitoring Point #2 The second Monitoring Point in the | This is only used when One-
entity. way Mean Packet Delay,

One-way Mean Inter-Packet
Delay Variation, and One-
way Packet Loss Ratio PM
Metrics are being monitored.

Table 7 — PM Metric Monitored Entity Parameters

[R21] An SD-WAN PM Implementation MUST use the attributes specified in Table
7 for the PM Metric Monitored Entity.

An SD-WAN PM Implementation may use additional attributes for the PM Metric Monitored En-
tity. These attributes are outside the scope of this document.

[R22] An SD-WAN PM Implementation MUST have the ability to Create a PM
Metric Monitored Entity.

The method used to create a PM Metric Monitored Entity is outside the scope of this document.

[R23] An SD-WAN PM Implementation MUST have the ability to Delete a PM
Metric Monitored Entity.

The method used to delete an instance is beyond the scope of this document.

833 PM Metric Calculation Instance

A PM Metric Calculation Instance is defined to specify the PM Metric Calculation Profile that is
used for a specific Monitored Entity. The PM Metric Calculation Instance defines the following:

e Monitored Entity Identifier
e Referenced PM Metric Calculation Profile

A Monitored Entity is defined as one set of ordered pairs or a single point where Measured Infor-
mation Rate is monitored. An example of a Monitored Entity Identifier for a TVC is the three-
tuple (Ingress UCS EP, Egress UCS EP, UCS CoS Name). An example of a Monitored Entity
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Identifier for an Application Flow is the four-tuple (AF Specification, Zone, Ingress UNI, Egress
UNI).

An example of a PM Metric Calculation Instance would include a Monitored Entity of TVC MP
1 and TVC MP 2 referencing PM Metric Calculation Profile Identifier 1.

The attributes of a PM Metric Calculation Instance are defined within this section.

Attribute Definition Comments

PM Metric Calculation | A unique identifier for the PM Met-

Instance ldentifier ric Calculation Instance

Monitored Entity Iden- | The identifier of a monitored Appli- | The format of the identifier
tifier cation Flow/SWVC End Point or- is not defined in this standard

dered pair or TVC MP ordered pair. | and is left to the implementa-
tion to define.
PM Metric Calculation | The identifier of the PM Metric Cal- | The format of the identifier

Profile culation Profile to be used for this is not defined in this standard
PM Metric Calculation Instance and is left to the implementa-
tion.

Table 8 — PM Metric Calculation Instance Attributes

[R24] An SD-WAN PM Implementation MUST use the attributes specified in Table
8 for the PM Metric Calculation Instance.

An SD-WAN PM Implementation may use additional attributes for the PM Metric Calculation
Instance. These attributes are outside the scope of this document.

[R25] An SD-WAN PM Implementation MUST have the ability to Create a PM
Metric Calculation Instance.

The method used to create a PM Metric Calculation Instance is outside the scope of this document.
Once the instance is created, PM measurements begin. The method used to start these measure-
ments is beyond the scope of this document.

[R26] An SD-WAN PM Implementation MUST have the ability to Delete a PM
Metric Calculation Instance.

The method used to delete an instance is beyond the scope of this document. Whether the PM
Metric Values can be retrieved after a PM Metric Calculation Instance is deleted is left to the
implementation.
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83.4 PM Metric Calculation Profile to PM Metric Calculation Instance Relationship

This section of the document discusses the relationship between the PM Metric Calculation Profile
and the PM Metric Calculation Instance.

PM Metric PM Metric
Calculation Monitored
Profile Entit

PR G Ry R PR PR | YRy ] P

PM Metric Calculation Profile

Identifier

List of PM Metrics

PM Metric Calculation
Interval Duration

PM Metric
Monitored
Entit

DAL Admssm AL sk A Cmsis

PM Metric Monitored Entity

J4 ¢ Identifier

. *  MP#1
< MP#2 PM Metric PM Metric

— Calculation Monitored
T Profile Enti

Figure 6 — PM Metric Calculation Profile to PM Metric Calculation Instance Relationship

Figure 6 shows the relationship between the PM Metric Calculation Profile and the PM Metric
Calculation Instance. In this example, there are three PM Metric Calculation Profiles defined,
each reflected by a different shade of blue. There are three PM Metric Monitored Entities defined,
each reflected by a different shade of green. Finally, there are three PM Metric Calculation In-
stances shown, each with different profiles and entities.

8.4 PM Metric Calculation and Reporting

This section describes the configuration, calculation, and reporting of PM Metrics by the SD-
WAN SP. Figure 7 illustrates the high-level sub-processes that are included in PM Metric Cal-
culation and Reporting.
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Per Monitored Entity

PM Metric
Calculation
Instance

PM Metric Calculation Data Set

All Instances for Profile x in SWVC for
the current Calculation Interval

Figure 7 — PM Metric Calculation and Reporting

PM Metric Report

All Data Sets for Report Interval

Once a PM Metric Calculation Instance is created, PM measurements for the Monitored Entity can
begin. For each PM Metric enabled for the Monitored Entity (according to the profile), a PM
Metric Value is calculated for each of the corresponding PM Metric Calculation Intervals. How
the value is calculated is specified in section 8.2.

This PM Metric Value is included in a PM Metric Calculation Data Set that contains the PM Metric
Values for all PM Metric Calculation Instances that are using the same PM Metric Calculation
Interval Duration. The PM Metric Calculation Data Set is defined as a set or list of PM Metric
Calculation Values for a given PM Metric Calculation Interval. The PM Metric Calculation Data
Set contains the following attributes:

PM Metric

PM Metric Calculation Data Set Start Time

PM Metric Calculation Data Set End Time

PM Metric Calculation Instance Identifier

List of PM Metric Calculation

Values

These attributes are defined in section 8.4.1.

One or more PM Metric Calculation Data Sets are reported in a PM Metric Report. The PM Metric
Report contains the following attributes:

e PM Metric Report Interval Start Time

e PM Metric Report Interval End Time (or Duration)

e List of PM Metric Calculation Data Sets whose start and end time are within the PM Metric
Report Interval.
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The PM Metric Report Interval included in the PM Metric Report is defined as the interval, in ms,
of the interval of the PM Metric Report.

The above attributes are defined in section 8.4.2.

The relationship between PM Metric Calculation Data Sets and PM Metric Reports are shown
below.

< 10 seconds PMCI Duration

PM Metrics Value

PMCDS
PMR

< 19 seconds PMR Durtation

PMCDS— PM Metric Calculation Data Set
PMR — PM Metric Report

Figure 8 — PM Metric Calculation Data Set Duration Equals the PM Metric Report Dura-
tion

Figure 8 shows the PM Metric Calculation Interval Duration and the PM Metric Report Interval
duration are equal. All PM Metric Calculation Instances that use that duration are included in the
report.

The PM Metric Calculation Interval Duration and the PM Metric Report Duration do not have to
be equal. Figure 9 shows an example of this.
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Figure 9 — PM Metric Reporting Duration > PM Metric Calculation Data Set Duration
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Figure 9 shows an example where the PM Metric Calculation Interval Duration is not equal to the
PM Metric Report Duration. In this example, there are three PM Metric Calculation Data Sets in

each PM Metric Report.

[R27]

culation Interval Duration.

Note: [R27] avoids a PM Metric Report that contains a portion of a PM Metric Calculation Inter-

val.

8.4.1 Ordered Pair PM Metric Calculation Data Set

The PM Metric Report Duration MUST be a multiple of the PM Metric Cal-

The attributes of a PM Metric Calculation Data Set are defined within this section.

Attribute

Definition

Comments

PM Metric Calculation Data
Set Start Time

The Date and Time
that the PM Metric
Calculation Data
Set started meas-
urement and calcu-
lation for the PM
Metric Calculation
Instances in the
data set

PM Metric Calculation Data
Set End Time

Time that the PM
Metric Calculation
Data Set ended
measurement and
calculation for the
PM Metric Calcu-
lation Instances in
the data set

PM Metric Calculation In-
stance ldentifier

The identifier of
the PM Metric Cal-
culation Instance

The format of the PM Met-
ric Calculation Instance
Identifier is beyond the
scope of this document and
is left to the implementa-
tion to define.
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Attribute Definition Comments
PM Metric Value List A list of PM Metric | This list contains values for
Values for each PM Metric as specified in
PM Metric Calcu- | the PM Metric Calculation
lation Instance con- | Profile.
tained within the
data set.
Table 9 — PM Metric Calculation Data Set Attributes
[R28] An SD-WAN PM Implementation MUST use the attributes defined in Table
9.
[R29] An SD-WAN PM implementation of a PM Metric Calculation Data Set
MUST include a PM Metric Value for each PM Metric included in the PM
Metric Calculation Profile in the PM Metric Calculation Data Set for each PM
Metric Calculation Instance included in each PM Metric Calculation Data Set.
[R30] An SD-WAN PM implementation MUST include one and only one PM Met-
ric Value for each PM Metric being monitored for a given PM Metric Calcu-
lation Instance in each PM Metric Calculation Data Set.
[R31]  If during a PM Metric Calculation Instance, the PM Metric Value cannot be

calculated, the reported PM Metric Value MUST be NULL.

Note: A Measured Information Rate of 0 Mbps is considered a valid PM Metric Value. Imple-
mentations of Passive monitoring might result in PM Metrics that cannot be calculated.

842 PM Metric Report

The attributes of a PM Metric Report are defined in Table 10.

Attribute

Definition Values Comments

terval Start Time

PM Metric Report In- | Time that the oldest | Time

PM Metric Calcula-
tion Data Set con-
tained in the PM
Metric Report starts.

terval Duration

PM Metric Report In- | The interval, in ms, Time

of the PM Metric Re-

port.
List of PM Metric Cal- | One or more PM The method used to
culation Data Sets Metric Calculation define the data sets
Data Sets including and the PM Metric
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Attribute Definition Values Comments
all PM Metric Values Values is beyond the
per PM Metric Cal- scope of this docu-
culation Instance ment.

Table 10 — PM Metric Report Attributes

[R32] The SD-WAN SP MUST provide a PM Metric Report that contains the attrib-
utes specified in Table 10.

[R33] Ifanaggregated value of a PM Metric over the PM Report Interval is reported,
the aggregated value of the PM Metric MUST be provided in addition to the
per PM Metric Calculation Data Set values.

[R34] The SD-WAN SP MUST start the PM Metric Report Start Time equal to the
oldest PM Metric Calculation Data Set Start Time contained in the report.

Note: there may be some difference in time between the PM Metric Report Interval End Time and
the time that the report is generated. This is due to the time it takes the SD-WAN PM implemen-
tation to collect the results for the last PM Metric Calculation Data Set included in the PM Metric
Report Interval.

[D2] The SD-WAN SP SHOULD support the ability to store the PM Metric Values
for a period of time as agreed to by the SD-WAN SP and Subscriber and for
the PM Metric Values to be available for the Subscriber to retrieve.

The period of time agreed to by the SD-WAN SP and the Subscriber needs to conform to any legal
requirements. Those requirements and the duration of the period of time are outside the scope of
this document.

There are several mechanisms that can be used by the SD-WAN SP to report these PM Metric
Values to the Subscriber. These mechanisms can range from refreshing PM Metric Values at some
interval greater than or equal to the PM Metric Calculation Interval to informing the Subscriber of
a performance degradation using Threshold Crossing Alerts (TCAs) as defined in section 8.5. This
document does not mandate how the PM Metric Values are reported to the Subscriber.

85 Threshold Crossing Alerts

Threshold Crossing Alerts (TCAS) can be configured for certain PM Metrics and used to detect
when performance is degraded beyond a given pre-configured level. From an SD-WAN perspec-
tive, TCAs can be used by the SD-WAN SP, or the SD-WAN SP can convey TCAs to the Sub-
scriber.

Within this document the term TCA Function describes the implementation of Threshold Cross-
ing Alerts. The TCA Function parameters are agreed to by the Subscriber and the Provider.
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This agreement may be different than what is agreed to by the two parties for PM. Reporting of
TCAs is described in section 8.5.3.

The TCA Function parameters that are agreed to by the Subscriber and the SP are shown below

e The TCA Performance Threshold Value is configured for a particular PM Metric. A TCA
can be generated when the PM Metric Value for a set of PM Metric Calculation Intervals
falls below, or reaches, or exceeds, the configured TCA Performance Threshold Value.

e The TCA Window Threshold defines the number of PM Metric Calculation Intervals where
the PM Metric Value is either below, or meets or exceeds, the TCA Performance Threshold
Value.

e The TCA Window Size defines the sliding window of the number of consecutive PM Met-
ric Calculation Intervals that are used as the value of SET-TCA Window Threshold or TCA
Window Threshold as defined in section 8.5.3.

There are two types of TCA reporting, Stateful and Stateless. Stateful TCA reporting is used to
possibly reduce the total number of TCAs that are generated. The intent is to provide a notification
when a degradation is first encountered, followed by another when the degradation is resolved. A
Stateful TCA Function uses the following TCA Function Parameters to determine if a TCA should
be set or cleared:

e TCA Performance Threshold Value
e TCA Window Threshold
e TCA Window Size

This contrasts with Stateless TCA reporting, in which TCAs are generated when a degradation is
first encountered, for each PM Metric Calculation Interval that meets or exceeds the TCA Perfor-
mance Threshold Value for as long as the degradation lasts subject to the Damping Factor. A TCA
Function that uses Stateless TCA reporting uses the following TCA criteria to determine if a TCA
should be set:

TCA Performance Threshold Value

PM Metric Calculation Interval

PM Metric Value

Damping Factor (desirable not mandatory)

An issue that can exist when using a Stateless TCA function is that a degradation that exists for
more than one PM Metric Calculation Interval results in multiple TCAs being declared. A degra-
dation that exists for several PM Metric Calculation Intervals can result in a flood of TCAs being
generated possibly overwhelming SD-WAN SP alarm management systems. To avoid this, an
optional attribute for Stateless TCA functions is defined. This is known as the Damping Factor.
The Damping Factor is a method used to suppress new TCAs. The Damping Factor Value defines a
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number of consecutive PM Metric Calculation Intervals where the PM Metric Value is equal to or
greater than the TCA Performance Threshold Value and the new TCAs are suppressed for that
number of PM Metric Calculation Intervals.

Within this document the term TCA Function is used to describe a single iteration of a TCA (State-
ful or Stateless). The TCA Function parameters defined for a given TCA Function are unique and
are defined for a given Monitored Entity (i.e., Ingress AF, Egress UNI) ordered pair or a (TVC,
direction) pair. A Monitored Entity can have multiple TCA Functions associated with it, for the
same or different PM Metrics.

Note: the use of TCAs to make forwarding decisions is beyond the scope of this document.

Stateful and Stateless TCA Reporting are explained in the following sections.

85.1 Stateful TCA Reporting

When using Stateful TCA reporting, each TCA Function can have two configured TCA Window
Threshold Values: a SET threshold and a CLEAR threshold.

The TCA Function also has an internal state, which may be ‘set’ or ‘clear’.

The TCA Function begins in the ‘clear’ state. A SET-TCA is generated when the PM Metric Value
equal to or greater than the TCA Performance Threshold Value for the number of PM Metric
Calculation Intervals defined by the SET-TCA Window Threshold for the number of PM Metric
Calculation Intervals defined by TCA Window Size. The Stateful TCA Function does not need to
wait for the number of PM Metric Calculation Intervals defined by TCA Window Size to complete
before generating a SET-TCA if the number of PM Metric Calculation Intervals defined by SET-
TCA Window Threshold is exceeded. The TCA Function is then considered to be in a 'set’ state,
and no further SET-TCASs are generated in this state if the condition that triggered the TCA con-
tinues.

The TCA Function moves from the ‘set’ state to the ‘clear’ state when the PM Metric Value is less
than the TCA Performance Threshold Value for the number of PM Metric Calculation Intervals
defined by CLEAR-TCA Window Threshold out of the number of PM Metric Calculation Inter-
vals defined by TCA Window Size. A CLEAR-TCA is generated, and the Stateful TCA Function
returns to the ‘clear' state. Thus, each SET-TCA is followed by a single CLEAR-TCA.

Figure 10 shows an example of Stateful TCA reporting. The sum of the SET-TCA Window
Threshold and the CLEAR-TCA Window Threshold must be greater than the TCA Window Size
(as required per [CR12]< in section 8.5.3). This is mandated within this document to avoid a con-
dition where the SET-TCA and CLEAR-TCA criteria are met at the same time.
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SET-TCA CLEAR-TCA

T

. PM Metric Calculation Interval PM Metric Value < TCA Performance Threshold Value

. PM Metric Calculation Interval PM Metric Value = TCA Performance Threshold Value

SET-TCA Window Threshold =3 CLEAR-TCAWindow Threshold=4
TCA Window Size = 6

TCA Window Size Sliding Window

Figure 10 — Stateful TCA

Figure 10 shows an example of a Stateful TCA Function SET-TCA and CLEAR-TCA. In this
example, the TCA Window Size is setto 6. The SET-TCA Window Threshold is set to 3 and the
CLEAR-TCA Window Threshold is set to 4.

A Stateful SET-TCA is generated when the PM Metric Value is equal to or greater than TCA
Performance Threshold Value for SET in PM Metric Calculation Intervals 3, 4, and 5 (i.e., 3 out
of 6 SET-TCA Window Threshold out of TCA Window Size criterion met).

The Stateful CLEAR-TCA is generated when the PM Metric Value is less than TCA Performance
Threshold Value for CLEAR in PM Metric Calculation Intervals 8, 9, 10, and 11 (i.e., 4 out of 6
CLEAR-TCA Window Threshold out of TCA Window Size criterion met).

While the PM Metric Value is equal to or greater than the TCA Performance Threshold Value in
PM Metric Calculation Intervals 14, 16, 23, and 28, the SET-TCA Window Threshold and TCA
Window Size criterion is not met so another SET-TCA is not generated.
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SET-TCA CLEAR-TCA

. PM Metric Calculation Interval PM Metric Value < TCA Performance Threshold Value

. PM Metric Calculation Interval PM Metric Value = TCA Performance Threshold Value

SET-TCAWindow Threshold =3 CLEAR-TCAWindow Threshold =4
TCA Window Size = 6

TCA Window Size Sliding Window

921
922 Figure 11 — Stateful TCA without Consecutive PM Metric Calculation Intervals > TCA
923 Performance Threshold Value

924  Figure 11 shows an example of a SET-TCA and CLEAR-TCA being generated even if consecutive
925  PM Metric Calculation Intervals do not meet the criteria for SET-TCA or CLEAR-TCA. The PM
926  Metric Value is equal to or greater than the TCA Performance Threshold Value in PM Metric
927  Calculation Intervals 3, 5, and 6 meeting the SET-TCA Window Threshold and TCA Window
928  Size criteria and a SET TCA is generated at the end of PMCI 6. A CLEAR-TCA is generated
929  after the completion of PM Metric Calculation Interval 19 because the CLEAR-TCA Window
930  Threshold and TCA Window Size criteria have been met, even though the PM Metric Value in
931 PM Metric Calculation Interval 16 exceeded the TCA Performance Threshold Value.

932 85.2 Stateless Threshold Alert Reporting

933  The Stateless TCA Function treats each PM Metric Calculation Interval separately. The TCA
934  Window Threshold and TCA Window Size are not used. When using Stateless TCA reporting,
935  each TCA Function has a single configured TCA Performance Threshold VValue. When a PM Met-
936  ric Value in a PM Metric Calculation Interval is equal to or greater than the TCA Performance
937 Threshold Value for a PM Metric Calculation Interval, a TCA is generated. There is no corre-
938 sponding CLEAR. Figure 12 shows this.
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TCA TCA TCA TCA TCA
TcA 4 TCA TCA TCA

. PM Metric Calculation Interval PM Metric Value < TCA Performance Threshold Value

. PM Metric Calculation Interval PM Metric Value = TCA Performance Threshold Value

939
940 Figure 12 — Stateless TCA

941 As shown in Figure 12, multiple TCAs are generated when a degraded condition exists for more
942 than one PM Metric Calculation Interval, one per PM Metric Calculation Interval that meets the
943 TCA Function Parameters, when Stateless TCAs Reporting is used. In this example, the TCA
944  criterion is met in PM Metric Calculation Interval 3-12, 17, 23, 24, 26, and 28. TCAs are generated
945 in each of these PM Metric Calculation Intervals.

946  To avoid generating a TCA per PM Metric Calculation Interval when the TCA Function Parame-
947 ters is met for multiple PM Metric Calculation Intervals, the Damping Factor is used. The impact
948  of the Damping Factor is shown in Figure 13.
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TCA TCA

10 PMCls 2 PMCls
TCA

. PM Metric Calculation Interval PM Metric Value < TCA Performance Threshold Value

. PM Metric Calculation Interval PM Metric Value > TCA Performance Threshold Value

SET-TCA Damping Factor =10

Hopping Window

Figure 13 — Stateless TCA with Damping Factor

As shown in Figure 13, rather than multiple TCAs being generated, the TCAs are suppressed for
the number of consecutive PM Metric Calculation Intervals defined by the SET-TCA Damping
Factor. In the example, the PM Metric Value is equal to or greater than the TCA Performance
Threshold Value in PM Metric Calculation Interval 3. An initial TCA is generated at the end of
the PM Metric Calculation Interval, and the Damping algorithm is activated. A hopping window
that is equal to the number of PM Metric Calculation Intervals specified by the Damping Factor
starts at the completion of PM Metric Calculation Interval 3. Moving forward 10 PM Metric Cal-
culation Intervals (SET-TCA Damping Factor value) another TCA is generated at the completion
of PM Metric Calculation Interval 13 since at least one PM Metric Calculation Interval within the
hopping window had a PM Metric Value equal to or greater than the TCA Performance Threshold
Value. This TCA might include the count of PM Metric Calculation Intervals in the hopping
window that had a PM Metric Value equal to or greater than the TCA Performance Threshold
Value (shown as 10 PMCls in blue text in Figure 13). Moving forward another 10 PM Metric
Calculation Intervals to PM Metric Calculation Interval 23, a TCA is generated since at least one
PM Metric Calculation Interval within the hopping window had a PM Metric Value equal to or
greater than the TCA Performance Threshold Value. This TCA might include the count of PM
Metric Calculation Intervals in the hopping window that had a PM Metric Value is equal to or
greater than the TCA Performance Threshold Value (shown as 2 PMCls in blue text in Figure 13).
Moving forward 10 more PM Metric Calculation Intervals to interval 33, a TCA is not generated
since zero of the PM Metric Calculation Intervals in the hopping window had a PM Metric Value
is equal to or greater than the TCA Performance Threshold Value. At the completion of a hopping
window without the occurrence of any TCAs, the damping algorithm resets to the start of the
algorithm. If a future PM Metric Calculation Interval has a PM Metric Value equal to or greater
than the TCA Performance Threshold Value, a TCA is generated at the completion of the PM
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Metric Calculation Interval, and the Damping Factor is activated. This behavior repeats as long
as the Stateless TCA is enabled which is shown by the TCA at the completion of PM Metric Cal-
culation Interval 34 which activates the Damping Factor again.

853

Threshold Crossing Alert Requirements

This section defines the requirements for the use of TCAs.

85317

Common TCA Requirements

The requirements in this section apply to Stateful and Stateless TCA Reporting implementations.

[D3] An SD-WAN PM Implementation SHOULD provide the ability to generate
TCAs based on the TCA Function Parameters used.

[CR1]<[D3] An implementation supporting TCAs MUST support at least one of State-
ful or Stateless TCA Reporting.

[CR2]<[D3] An implementation supporting TCAs MUST support TCA Functions with
different TCA Function Parameter values for each Monitored Entity and
each PM Metric.

[CD1]<[D3] An implementation supporting TCAs SHOULD support multiple TCA
Functions with different TCA Function Parameter values for a given Mon-
itored Entity and PM Metric.

[CR3]<[D3] An implementation supporting Stateful, and Stateless TCAs MUST SET
the TCA at the completion of a PM Metric Calculation Interval in which
the PM Metric Value is equal to or greater than the TCA Performance
Threshold Value.

The SD-WAN SP can report the occurrence of a TCA to the Subscriber via the SD-WAN Service
Dashboard or other mechanisms.

[CR4]<[D3] If TCAs are reported to the Subscriber by the SD-WAN SP, they MUST
include the information contained in either Table 13 or Table 15, and if
applicable Table 16.

Note: the method used to display TCAs within the SD-WAN Service Dashboard is beyond the
scope of this document.

8532 Stateful TCA Requirements

The requirements in this section apply to Stateful TCA implementations.
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[CR5]<[D3] An implementation supporting Stateful TCA Reporting MUST support
SET-TCA functionality defined in section 8.5.1.

[CR6]<[D3] An implementation supporting Stateful TCA Reporting MUST support
CLEAR-TCA functionality defined in section 8.5.1.

[CR7]<[D3] An implementation supporting Stateful TCA Reporting MUST support the
value of the SET-TCA Window Thresholds being any value within a range
of 1-300.

[CR8]<[D3] An implementation supporting Stateful TCA Reporting MUST support the
value of the CLEAR-TCA Window Thresholds being any value within a
range of 1-300.

[CR9I]<[D3] An implementation supporting Stateful TCA Reporting MUST support the
value of the TCA Window Size being any value with a range of 1-300.

[CR10]<[D3] An implementation supporting Stateful TCA Reporting MUST support
TCAs for the PM Metric shown in Table 11.

PM Metric SET-TCA SET-TCA CLEAR-TCA | TCA Window

Performance | Window Window Size Value

Threshold Threshold Threshold

Value Value Value
One-way Mean PTwveo SWTurp CWTwpp TWSwep
Packet Delay
One-way Mean PTirov SWTippv CWTippv TWSippv
Inter-Packet
Delay Varia-
tion
One-way PTeLr SWTpLr CWTer TWSpLr
Packet Loss
Ratio

Table 11 — Stateful TCA Reporting PM Metric Parameters
[CR11]<[D3] An implementation supporting Stateful TCA Reporting MUST support
SET-TCA and CLEAR-TCAs when the conditions occur as shown in Ta-
ble 12.
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PM Metric TCA SET Criteria TCA CLEAR Criteria
One-way Mean | When PMVwmpp > PTuweo | When PMVuep < PTwep for
Packet Delay | for swTmpp out of TWS- | CWTmpp OUt OF TWSmPD

MPD

One-way Mean | When PMVppv > PTippv | When PMVippy < PTippv for

Inter-Packet for swTippv out of CWTippv oOut of TWSippv
Delay Varia- TWSipDv

tion

Packet Loss When PMVpir > PTpLr When PMVpir < PTpir for
Ratio for swTpLr OUt Of TWSpLR | CWTpLR OUt Of TWSpLR

Table 12 — Stateful TCA Reporting SET & CLEAR Criteria

[CR12]<[D3] For an implementation supporting Stateful TCA Reporting, for each TCA
Function, the sum of the values of the SET-TCA Window Threshold
(SWTwmpp, SWTippv, or SWTpr) and the CLEAR-TCA Window Threshold
(CWTwmpp, CWTippy, or CWTpLr) MUST be greater than the value of the
TCA Window Size (TWSMPD, TWSippv, OF TWSPLR).

[CR13]<[D3] An implementation supporting Stateful TCA Reporting MUST generate
a SET-TCA notification message and set the internal state of the TCA
Function to ‘set” when the TCA Function is in the ‘clear’ state and the
criteria for SET-TCA defined in Table 12 are met.

[CR14]<[D3] An implementation supporting Stateful TCA Reporting MUST generate
a CLEAR-TCA notification message and set the internal state of the TCA
Function to ‘clear’ when the TCA Function is in the ‘set’ state and the
criteria for CLEAR-TCA defined in Table 12 are met.

[CR15]<[D3] An implementation supporting Stateful TCA Reporting MUST include
the attributes shown in Table 13 in the SET-TCA or CLEAR-TCA notifi-
cation message.
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Field Name Field Field Format Field Description
Value
Date and Time Date/time | dateTime Time of the event, in UTC.
inUTC i.e.ddm- For Stateful SET-TCA and
myyyyhhmmss CLEAR-TCA this is the
time of the completion of
the PM Metric Calculation
Interval for which the PM
Metric Value triggered the
TCA to be generated.
Performance One of String Human readable text for the
Metric Name One-way Performance Metric for
Mean which the TCA Function
Packet De- was configured, i.e., one of
lay, One- those listed in Table 11.
way Mean
Inter-
Packet De-
lay Varia-
tion, or
One-way
Packet
Loss Ratio
TCA Perfor- Numeric Integer The TCA Performance
mance Threshold | value Threshold Value for the
Value Performance Metric.
SET-TCA Win- | Numeric Integer The value of the SET-TCA
dow Threshold value Window Threshold. Only
Value used for SET-TCA notifica-
tion messages.
CLEAR-TCA Numeric Integer The value of the CLEAR-
Window Thresh- | value TCA Window Threshold.
old Value Only used for CLEAR-TCA
notification messages.
TCA Window Numeric Integer The number of PM Metric
Size Value value Calculation Intervals in-
cluded in the sliding win-
dow for the SET-TCA or
CLEAR-TCA process.
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Field Name Field Field Format Field Description
Value

PM Metric List of Nu- | Integer

Value meric
value for
each PM
Metric
Calculation
Interval

TCA Type STATE- String The type of TCA, i.e.,
FUL-SET, STATEFUL-SET or
or STATE- STATEFUL-CLEAR
FUL-
CLEAR

Severity Level CRITI- String CRITICAL, MAJOR, MI-
CAL, MA- NOR, or WARNING apply
JOR, MI- to STATEFUL-SET,
NOR, CLEARED applies to
WARN- STATEFUL-CLEAR.
ING, or
CLEARED

Table 13 — Stateful TCA Notification Message Fields

Note: CLEARED is included in the Severity Level to align with TCA implementations where the

STATEFUL-SET is a WARNING and the STATEFUL-CLEAR is shown as CLEARED.
8533 Stateless TCA Reporting Requirements

The requirements in this section apply to Stateless TCA implementations.

[CR16]<[D3] An implementation supporting Stateless TCA Reporting MUST support
the TCA functionality defined in section 8.5.

[CR17]<[D3] An implementation supporting Stateless TCA Reporting MUST support
TCAs for the PM Metrics shown in Table 14.

Note: PMV shown in Table 14 is the acronym for PM Metric Value.
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PM Metric TCA Perfor- | TCA
mance
Threshold
Value
One-way Mean PTwmrp When PMVwvpp >
Packet Delay PTwmrp
One-way Mean PTipov When PMVppy >
Inter-Packet PTirov
Delay Varia-
tion
One-way PTpLr When PMVpLr >
Packet Loss PTeLr
Ratio
1054 Table 14 — Stateless TCA Reporting PM Metric Calculations
1055 [CD2]<[D3] An implementation supporting Stateless TCA Reporting SHOULD sup-
1056 port the Damping Factor.
1057 [CR18]<[D3] An implementation supporting Stateless TCA Reporting with the Damp-
1058 ing Factor MUST support the Damping Factor values between 1-300 PM
1059 Metric Calculation Intervals.
1060 [CR19]<[D3] An implementation of Stateless TCA Reporting that includes the Damp-
1061 ing Factor MUST generate a TCA at the end of a PM Metric Calculation
1062 Interval if the PM Metric Value for that PM Metric Calculation Interval is
1063 greater than or equal to the TCA Performance Threshold and no TCA has
1064 been generated after any of the d-1 preceding PM Metric Calculation In-
1065 tervals, where d is the value of the Damping Factor.
1066 [CD3]<[D3] For an implementation of Stateless TCAs that includes the Damping Fac-
1067 tor, when a TCA is generated at the end of a PM Metric Calculation Inter-
1068 val, it SHOULD include the number of PM Metric Calculation Intervals,
1069 within the sequence of d PM Metric Calculation Intervals ending with the
1070 one at the end of which the TCA was generated, in which the PM Metric
1071 Value was greater than or equal to the TCA Performance Threshold, where
1072 d is the value of the Damping Factor.
1073 [CR20]<[D3] An implementation of Stateless TCA Reporting MUST contain the infor-
1074 mation shown in Table 15 in the TCA.
1075
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Field Name Field Value Field For- | Field Description
mat
Date and Time Date/time in UTC dateTime Time of the event, in UTC. This is
i.e., ddm- the time of the end of the PM Met-
myyyyhhm | ric Calculation Interval for which
mss the TCA is generated.
Performance One of One-way String Human readable text for Perfor-
Metric Name Mean Packet Delay, mance Metric for which the TCA
One-way Mean In- Function was configured, i.e., one
ter-Packet Delay of those listed in Table 14.
Variation, or One-
way Packet Loss Ra-
tio
TCA Perfor- Numeric value Integer The TCA Performance Threshold
mance Threshold Value
Value
Performance Numeric value Integer The PM Metric Value for the PM
Metric Value Metric Calculation
TCA Type STATELESS String The type of TCA
Severity Level One of CRITICAL, | String CRITICAL, MAJOR, MINOR, or
MAJOR, MINOR, WARNING.
WARNING

Table 15 — Stateless TCA Reporting Notification Message Fields

[CR21]<[D3] If an implementation of Stateless TCA Reporting includes the Damping
Factor, the Damping Factor shown in Table 16 MUST be appended to the
TCA notification message.

[CR22]<[D3] If an implementation of Stateless TCA Reporting includes reporting the
number of PM Metric Calculation Intervals within the hopping window
that had a PM Metric Value that is equal to or greater than the TCA Thresh-
old Value, the Number of PM Metric Calculation Intervals shown in Table
16 MUST be appended to the TCA Notification.

As discussed in section 8.5, the Damping Factor can be used to reduce the number of TCAs gen-
erated by an implementation supporting a Stateless TCA Reporting. The relatively short duration
of the PM Metric Calculation Interval can cause many TCAs to be generated over a short time
period. The use of the Damping Factor mitigates this issue. There may be questions about how
many of the PM Metric Calculation Intervals within the hopping window actually met the criteria
to generate a TCA to understand the severity of the degradation or fault. For this reason, the
optional Number of PM Metric Calculation Intervals attribute identifies the number of PM Metric
Calculation Intervals that met the criteria for a TCA. An implementation of the Damping Factor
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without this optional capability may cause an SD-WAN SP to perform additional research to de-
termine whether the number of PM Metric Calculation Intervals within the hopping window that

met the criteria to generate a TCA.

Metric Calcula-
tion Intervals

Field Name Field Value Field Format Field Description

Damping Factor | Numeric value Integer The value that identifies the
number of PM Metric Calcula-
tion Intervals included in the
Damping Factor process.

Number of PM Numeric value Integer The number of PM Metric Cal-

culation Intervals in the hop-
ping window in which the PM
Metric Value > the TCA Per-
formance Threshold Value

Table 16 — Damping Factor TCA Notification Message Field
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9 Service Readiness Testing for an SD-WAN Service

Service Readiness Testing (SRT) is the process of testing SD-WAN service to ensure it is ready
for the Subscriber to begin using. It is performed to ensure that continuity across UCSs exists
between SD-WAN Edges and that the service is ready for the Subscriber to begin using. SRT for
SD-WAN service includes reporting UCS Service Attributes, SRT Parameters (defined in section
9.6), and SRT Results (defined in section 9.6). SRT verifies the continuity of each ordered pair of
UCS End Points within the service agreed to be tested by the Subscriber and SD-WAN SP.

SRT cannot begin until the SD-WAN Edges that are a part of the Subscriber’s SD-WAN Service
are installed, have continuity to the SD-WAN SP’s SD-WAN Controller/Orchestrator, are config-
ured with the basic SD-WAN Edge configuration used by the SD-WAN SP, and UCSs are con-
nected to the SD-WAN Edges via UCS UNIs as appropriate for the SD-WAN Service.
A test methodology is defined for SRT for ordered pairs of UCS End Point within this document.
This methodology provides a step-by-step process for performing a specific test or measurement.
It also includes the SRT Parameters used for the test methodology.
The remainder of this section contains the following:

e Adiscussion of SRT terms and components (section 8.1)

e A description of Service Readiness Measurement Points (SRMPs) (section 8.1)

e A description of where SRMPs are located (section 8.2 )

e Addiscussion of SRT use cases (section 8.3)

e Tables that define which UCS attributes are tested, and which are reported (section 9.4 )

e SRT for verifying continuity of ordered pairs of UCS End Points (section 8.7)

e Test result reporting (section 8.8)

e Requirements for devices and applications including SRMPs (section 8.4)
9.1 Service Readiness Testing Use Case
This section of the document details the SRT for SD-WAN use case example. The use case does

not represent all possible use cases or configurations. It is provided to assist the reader in under-
standing how and when the continuity is verified.
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9.1  Verifying Ordered Pair of UCS End Points Continuity

This use case describes the verification of ordered pair of UCS End Points continuity. SRT Pa-
rameters and SRT Results are defined in section 9.6. As a new SD-WAN Service is being installed
and before it is activated for the Subscriber to use, the SD-WAN SP verifies that there is continuity
between the agreed to pairs of SD-WAN Edges used to implement the SD-WAN Service. This is
accomplished by performing SRT on the agreed to ordered pairs of UCS End Points.

SD-WAN Edg
o SD-WAN Service r‘\x\

Provider Network

Private or
Virtual
Private

loud
SD-WAN UNI

(UNI)

Subscriber ucs UI\:II

Network UCS End Point |

site A

"~ SD-WAN Virtual
| Connection (SWVC)

|
{
|
{
|
{
{
N

S (IsP#2)

UCS = Underlay Connectivity S\érvipe

UCS #1

(ISP #1)

SWTF \
_______ \
Subscriber
SRMP Network
T GTF site B
® CTF

Internet

Figure 14 — SRT Order Pairs of UCS End Points Continuity Verification Use Case

Figure 14Error! Reference source not found. shows the use case for the verification of continuity
between SD-WAN Edges. SRMPs are used at each of the UCS End Points in the ordered pair and
tests are performed on each ordered pair of UCS End Points. When a new SD-WAN service is
being activated, tests are performed on all agreed to ordered pairs of UCS End Points.

When a new SD-WAN Edge is added to an existing SWVC, the ordered pairs of UCS End Points
between that SD-WAN Edge and existing SD-WAN Edges it is connected to may be verified. It
is suggested that if this testing is performed, downtime with the Subscriber be arranged to avoid
disrupting any Subscriber traffic that is sharing the same UCS.
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9.2 Service Readiness Testing Terms and Components

This section describes terms and components used to perform SRT. SRT is performed using a
least two Service Readiness Measurement Points (SRMPs). The SRMP is a logical point inside
an SD-WAN Edge. The SRMP also contains both a Generator Test Function (GTF) and a Collec-
tor Test Function (CTF). A GTF generates IP Test Packets used for test measurements. A CTF
either counts and discards IP Test Packets coming from a GTF or counts and processes IP Test
Packets from a GTF. When testing with Unicast IP Test Packets, a GTF is paired with a CTF so
that the IP Test Packets generated by the GTF are collected by a particular CTF.

An SRT Methodology is defined for continuity verification of ordered pairs of UCS End Points .
The SRT Methodology identifies the test name, test objective, test procedure, variables used in the
methodology, results, and remarks. SRT Methodologies are specified in section 9.7. SRT is per-
formed from one SRMP to another SRMP (GTF-CTF).

93 Service Readiness Measurement Point Locations

The logical location of SRMPs within the network is shown in this section. The following figures
show the location of SRMPs in relationship to processing functions within the SD-WAN Edge.
The SRMPs are located so that IP Test Packets pass over the UCS which connects the ordered pair
of UCS End Points between two SD-WAN Edges but are not processed by functions associated
with the SWVC EP. How and where these functions are implemented is outside the scope of this
document; however,

[R35] An SRT implementation MUST ensure that IP Test Packets generated or re-
ceived by an SRMP have passed through the ordered pair of UCS End Points
under test as shown.

The tool used to generate and receive packets is beyond the scope of this document.

[R36] The SRMP MUST be located so that IP Test Packets generated by the GTF
are inserted at the UCS UNI which terminates the UCS under test.

The SRMP used for SRT connects to a UCS UNI. It is located so that IP Test Packets generated
by the GTF are inserted on an UCS UNI without being processed by the functions associated with
the SWVC EP. IP Test Packets collected by the CTF are received directly from the UCS UNI and
are not processed by the functions associated with the SWVC EP. This is shown in Figure 15.
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Figure 15 — SRMP Location for Ordered Pair of UCS End Points Continuity Testing

9.4 Service Readiness Measurement Point Requirements

This section defines the requirements for SRMPs. These requirements are expected to be useful
for SD-WAN Technology Providers and SD-WAN SPs.

[R37] An SRMP MUST contain a Generator Test Function (GTF) and a Collector
Test Function (CTF).

95 UCS Service Attribute Reporting

This section of the document details the UCS, UCS UNI, and UCS End Point Service Attributes
that are included in the SRT Report as a part of the SRT Process.

[R38] The value of all UCS Service Attributes, UCS UNI Service Attributes and
UCS End Point Service Attributes defined in MEF 70.1 [11] MUST be re-
ported as part of the SRT process, for a new SD-WAN Service or when a new
SD-WAN UNI or a new UCS UNI is added to an existing SD-WAN Service.

9.6 Service Readiness Testing Parameters and Results

SRT verifies and reports the results of the UCS End Point ordered pair Connectivity tests. A
prerequisite to this testing is verifying that the SD-WAN Controller/Orchestrator can communicate
with SD-WAN Edges that are a part of the SWVC.
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9.6.1 SD-WAN Edge to SD-WAN Controller/Orchestrator Communication

As a prerequisite to SRT, the verification of communication between the SD-WAN Controller/Or-
chestrator and SD-WAN Edges is performed. The steps used to verify this communication are
beyond the scope of this document. The SRT Report does not indicate if this verification was
performed or if it passed or failed.

9.6.2 Ordered Pairs of UCS End Point SRT Parameters and SRT Results

As discussed previously in section 9, the SD-WAN SP and Subscriber agree to the ordered pairs
of UCS End Points that are included in SRT. Verifying continuity of the ordered pairs between
SD-WAN Edges for a given SWVC is required for SRT. The ordered pairs of UCS End Points
are either part of two different Internet Access UCSs or a non-Internet UCS . SRT verifies that IP
Test Packets can be sent from the first UCS End Point in the ordered pair to the second UCS End
Point. The Pass/Fail result of each tested ordered pair of UCS End Points is reported. It should be
noted that the Pass/Fail result of SD-WAN Edge to SD-WAN Controller/Orchestrator SRT does
not have any impact on the result of the UCS End Point Order Pair SRT result.

[R39]  When a new SWVC is being activated, the SD-WAN SP MUST verify conti-
nuity between the agreed upon ordered pairs of UCS End Points.

[R40]  When a new SD-WAN Edge is added to an existing SWVC, the SD-WAN SP
MUST verify continuity between the agreed upon ordered pairs of UCS End
Points.

[R41]  When the SD-WAN SP is verifying continuity, they MUST use the Test Pro-
cess defined in Table 22.

9.7 Test Processes

This section contains the Test Processes for the verification of the service readiness. Testing is
performed as shown in section 8.6. The process for continuity verification of ordered pairs of UCS
End Points is included in this section as well.

Figure 16 shows the high level UCS End Point Ordered Pair Continuity SRT Process.
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Figure 16 — UCS End Point Ordered Pair Continuity SRT Process

SRT is repeated for each ordered pair that is agreed to be included in SRT by the Subscriber and
SD-WAN SP.

The first step of the process is to create the required SRMPs at the appropriate SD-WAN Edges
and to connect the SRMP to the correct UCS End Point.

The second step in the process is to verify continuity between the end point pair as described in
Table 17.

The third step in the process is to report the UCS Service Attributes, and SRT Results.

The fourth and final step in the process is to disconnect the SRMP from the UCS End Point and to
restore the UCS End Point to its normal configuration.

Troubleshooting of a test failure is optional and depends on factors such as who provided the UCS
and who is responsible for UCS management. If troubleshooting of the failure is performed, the
UCS End Point Ordered Pair test is repeated when the trouble has been resolved. If troubleshoot-
ing is not performed, the failure is reported.

9.7.1 UCS End Point Ordered Pair Testing

Continuity between ordered pairs of UCS End Points is tested for the ordered pairs that are agreed
to be tested by the SD-WAN SP and the Subscriber. The verification of continuity uses the meth-
odology defined in Table 17.

[R42]  Results for each ordered pair of UCS End Points tested in the SRT Test Meth-
odology MUST be reported as pass or fail.
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Service Readiness Test Methodology

Test Name UCS End Point Ordered Pair Continuity

Test Objective Verify that there is continuity between SD-WAN Edges per ordered
pair of UCS End Points

Test Procedure eFor this Test Methodology SRMP1 and SRMP: are placed as shown in

Figure 15 and Figure 16.

eSRMP ; offers a number of IP Test Packets with the DA for reaching
SRMP ; so that the IP Test Packets are injected into the UCS End Point
at location 1 at an interval where the IP Test Packets are equally dis-
tributed over time Tsc. The number of IP Test Packets offered and the
value of time Tsc are agreed to by the SP and Subscriber.

¢SRMP > counts the IP Test Packets received from SRMP 1 and either
provides the count of received packets or subtracts the number of re-
ceived packets from the number of offered packets and provides the
number of lost packets. Note: If SRMP > does not know the number of
offered IP Test Packets, then the calculation of lost packets is per-
formed at some point that is aware of both the number of offered IP
Test Packets and the number of received IP Test Packets.

eThe above is repeated for each ordered pair of UCS End Points agreed
to be tested by the Subscriber and SD-WAN SP.

Parameters Set of order pairs of UCS End Points, Tsc, number of IP Test Packets
Offered, number of lost packets allowed per ordered pair of UCS End
Points

Results Pass = The number of lost packets is less than or equal to the allowed
value

Fail = The number of lost packets is greater than the allowed value

Remarks

Table 17 — UCS End Point Ordered Pair Continuity Methodology

Note: to test the UCS EP ordered pair in each direction as shown in Figure 16, this methodology
is repeated for the other direction between the SD-WAN Edges over the same UCS.

When the agreed to set of order pairs of UCS End Points have been verified, the Subscriber can
begin to use the service.

9.8 Test Record

After all tests have been completed an SRT record is created. The SRT record contains the attrib-
ute and test result information described in sections 8.5, 8.6, and 8.7. The results from the different
tests are mapped into one SRT record for that service. The SRT record can be shared with the
Subscriber and can be stored within SD-WAN SP management systems. The format of the SRT
record is not mandated by this document.
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Appendix A Service Readiness Testing vs Service Activation Testing

This document introduces the concept of Service Readiness Testing for SD-WAN Services. This
is different from Service Activation Testing that is defined for other MEF services. Service Acti-
vation Testing is performed on the service and verifies that the service is operating as described
by the agreed to Service Attributes. The Service Attributes that are reported and/or tested are
included in the definition of Service Activation Testing.

SD-WAN Service is built to run on top of one or more UCSs and uses policies to determine how
an IP Packet received from a Subscriber is forwarded or discarded. A SD-WAN SP might maintain
many policies. Some might be default policies used for all Subscribers and others might be devel-
oped to address a specific Subscriber’s application. Verifying the correct operation of each policy
may be done in a lab environment or in conjunction with a specific Subscriber’s applications.

Rather than performing Service Activation Testing on SD-WAN Service, Service Readiness Test-
ing is performed. Service Readiness Testing verifies that the SD-WAN Service is ready for the
Subscriber to use or the SD-WAN SP or Subscriber to implement the Subscriber-specified policies.
SRT does not verify the operation of the policies or SD-WAN Service Attributes. Instead, it is
focused on determining that each ordered pair of UCS End Points provides continuity between the
appropriate SD-WAN Edges.

The results of the SRT may be presented to the Subscriber as an SRT Report. The contents of the
SRT Report are defined in this document. The format of the SRT Report is beyond the scope of
this document.

The scope of testing within this document is limited to Service Readiness Testing. Any additional
testing that the SD-WAN SP and Subscriber agree to perform is beyond the scope of this document.
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